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Abstract
We identify someissuesfor generictraceroutefor tunnels(tunneltrace):(1) it is possiblesomeIP

hopsdo not supporttunneltrace,(2) for eachtunnelwishing to be traced,at leastthe two endpoints
shouldsupportthe tunneltrace,(3) tracingmessageshouldbe ableto bypassfirewalls andNATs. One
possiblesolution,basedon CASPsignalingprotocol (statelessmode),is proposedto supportgeneric
routetracingover tunnels.
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1 Intr oduction

UDP is the transportmechanismrecommendedasthe basisfor the IETF CCAMP WG towardsa generic
traceroutetool that canalsoverify tunnelpathsanddiagnosetunnelfailures. Someprotocols,e.g.,GTTP
[1], arebeingdevelopedbasedon UDP.

This draft identifiessomeissuesconcerninggenericroutetracingover tunnelsandproposesa solution
basedonagenericsignalingprotocol.

2 SomeIssueswith Transport Support for GenericTraceroute

In additionto therequirementsfor tracerouteover generictunnelsproposedin [2], we find therearesome
otherissuesfor agenerictraceroutetool shouldconsider:

Transition requirements: it would bedifficult to have all IP routerssupportthegenerictraceroutetool at
the sametime, thus it canbe quite possiblesomeof IP hopsdo not supportthe generictraceroute
tool. Nevertheless,to enabletunneltracing,at leasttunnelentry andexit pointsshouldsupportthe
traceroutefunctionality;

Fir ewall traversal: somenetwork administratorsdeploy packetfilterswhichdiscardUDPor ICMP packets
or packetswith IP optionsThe decisionfor droppingpackets thesepacketsmight be basedon past
securityincidents.Thus,traceroutebasedonUDP, ICMP or UDP/raw IP with routeralertoptionmay
fail.

Transport of generictraceroute messages:it is possible(andadoptedby mostof existing proposals)to
useUDP end-to-endaddressingfor thetraceroutemessages.However therearesomepotentialprob-
lems,for instance:

1) collectinginformationabouttunnelsandnodesalongthepathmight exceedthe PathMTU size.
This might causefragmentationandreassemply.

2) Routingassymmetryrequiresthat tunnneltracingto beinitiatedby bothendpointsto have infor-
mationaboutthepathin bothdirections.

3 Traceroutebasedon CASP(CASP-T)

3.1 CASPIntr oduction

TheCross-ApplicationSignalingProtocol(CASP)[3] is agenericsignalingprotocolfor path-coupled(and
path-decoupledsignaling)betweentwo nodes.Particularpath-coupledsignalingis attractive for this appli-
cation.

CASPsplits signalingmessagetransportandapplicationspecificinformation. This allows to support
differentsignalingapplicationsto reusethesameunderlyingtransportmechanism.Furthermoreit allows
to next-hop discovery from signalingmessagedelivery, as shown in Figure 1. The messaginglayer is
responsiblefor delivering signalingmessagesfrom the initiator to the responder, typically thedatasource
andthedatasink, respectively, or thereverseway. TheCASPmessaginglayer is built on existing reliable
or unreliabletransportprotocols,suchasTCP, SCTPor UDP, dependingon theneedsof theapplication.
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Theclient layerconsistsof aspecializedclient,namelynext-peerdiscovery, andany numberof specific
signalingclient protocols,which perform the actualsignalingfunctions,e.g., QoS resourcereservation,
firewall andconfiguration,codedistribution for active networks,andnetwork diagnostics.Eachnodecan
chooseits own next-hopdiscoverymechanism,relyingonmanualconfiguration,routeradvertisements,link
staterouting protocols,scoutprotocol [3], or server discovery solutionssuchas DNS or SLP. A CASP
messageis simply forwardedto next CASPhopif aCASPnodedoesn’t supporttherequestedclient type.

Thestatefulmodeof CASPreliesonthesoft-statemaintainedfor signalingclientsandmessaginglayer.
Thestatelessmodeof CASP, however, doesnot establishstatein IP devicesby usingrecord-route objects
thatenableto traversetheresponsemessageto follow thesamepathin thereversedirection.

TraceroutebasedonCASP(CASP-T)worksasasignalingclient layerprotocoluponthestatelessmode
operationof CASP. Dependingontheneedof transportsupport,TCPor SCTPis recommendedin CASP-T,
but a CASPnodecandecideindividually to useUDP if it knows thereis no UDP firewall problemandthe
messagesizeis not largerthanMTU to next CASPnode.

+- - - - - - - - - - - - - - - + - - - - - - - - - - - - - - +
| +------------- -+ | |

Application+--- -- -- --- -- -- +|
|Signaling+--- -- -- -- --- -- +| | | +-------------- -- -- --- -- -+ |

Protocols| CASP Clients ||+ |CASP Next-hop Discovery |
| |eg.,CASP-T,QoS |+ | | Clients (e.g. Scout) | | CASP

+-------------- + +-------------- -- -- --- -- -+ Client
| ˆ | ˆ ˆ ˆ | Layer
+- - - - - - - - -| - - - - - -+ | | |

=|============= ====|= ========================| ========|== =| ===| =========
v v | |

| +------------- -- -- --- -- -- -- -- --- -- -- -+ | | | CASP
| CASP Messaging Layer | | | Messaging

| +------------- -- -- --- -- -- -- -- --- -- -- -+ | | | Layer
ˆ ˆ | |

+- - - - - - - - - - - - - - - |- - - - - - - - |- - |- -| - +
v v v |

+------------- -- -- --- -- -- -- -- --- + +-------+ |
|Reliable Transport(TCP,S CTP. ..) | | UDP | |
+------------- -- -- --- -- -- -- -- --- + +-------+ |

| | v
+------------- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -+
| IP |
+------------- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -+

Figure1: Cross-ApplicationSignalingProtocol

3.2 CASP-T Overview

In thissection,first wedescribehow thetracerouteclientfor CASP(CASP-T)works,thenpresentitsgeneral
workingenvironment.
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A CASP-Tmessagetraversesandrecordsinformationin all intermediatenodesbetweena source(ini-
tiator)andadestinationnodein ahop-by-hopway. CASP-Treturnsinformationabouttheentirepathwith a
singleroundtripinsteadof iteratively requestingmoreandmoreinformation.With regardto tunnelsCASP-T
worksincrementally, whichmeans,anintermediatetunnelimmediately. First thesignalingmessagediscov-
erstheendpointsof thetunnel,which thenserve asanew sourceanddestinationfor asubsequentCASP-T
session.Onethe responsemessageis built the tunnel informationis added.Essentially, CASP-Tcanbe
usedto identify thetop-level hops(without looking into tunnelsor cloudsdonotsupportCASP-T),or all IP
hops(includingthosewithin tunnelsandnon-CASP-Tclouds)in betweenthe initiator andthedestination.
Oncethedestinationhasbeenreachedthe resultsaresentbackto its initiator. Whenan examinationinto
a tunnel is performed,the resultsarenot sentbackto the tunnelentrancebut directly forwardedfrom the
tunnelendto the tier-1 next CASPhop for examination. Whenan error occurs,a CASPTraceResponse
messagesetwith correspondingerrorcodeis sentback(in ahop-by-hopfashion)to theinitiator onthesame
level, which is theCASP-Tinitiator or tunnelentrancein caseof tunnelexamination.

Whenthe destinationon top level is reacheda responsemessageis sentback to the top level initia-
tor. This messageincludesall capturedinformationand provide the entire route information. Classical
traceroute[4] canbeincorporatedwithin CASP-Tto look into every IP hopsbetweentwo CASPnodes,as
describedin Section3.3. Thisallows CASP-T(andCASP)to bedeployedincrementally.

Figure2 shows anexampleto illustratehow CASP-TcantraceIP hopsinformationinsidea tunnel.At
nodeB, CASPusesnodeD asdestinationof thenext-hopdiscovery to learnthenext CASPhopsupporting
CASP-T. Thenit addsits local informationinto thetraceroutepayloadof theCASPmessage,andforwards
themessageto thenext hop. Thetunnelexit point, nodeB, determinesthe it is not thefinal destinationof
thesignalingmessage,andrepeatsthediscovery process(if thenext hopis notalreadyknown already.

end-to-end addressed signaling message
+------------- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- +
| (a tunnel: B-->D) |
| %%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% |

A V B % C D % E|
+----------+ +-----%----+ +----------+ +-----%----+ +---------+
| CASP-T | | CASP-T | | CASP-T | | CASP-T | | CASP-T |
+----------+ +----------+ +----------+ +----------+ +---------+
| CASP-M |-->| CASP-M |-->| CASP-M |-->| CASP-M |-->| CASP-M |
+----------+ +----------+ +----------+ +----------+ +---------+

| ˆ | ˆ | ˆ | ˆ
| | | | | | | |
+------------+ +--------+ +-----------+ +-----------+

hop-by-hop addressing and signaling message delivery

Figure2: TunnelroutetracingusingCASP-T

CASP-Tis not necessaryto besupportedin all IP nodes;rather, it canbeconfiguredin a moreflexible
way. Figure3 showsanexamplewhereprotocolstacksregardingCASPareconfigureddifferently(next-hop
discovery is necessaryfor all CASPnodes;hereweomit it in thefigure).CASP-TworksontheClientLayer
of the two-layerCASParchitecture.It is basedon the functionalitiesprovided by themessaginglayer of
CASP, whichsupportssecure,congestion-controlleddeliveryof signalingmessages(of any sizeandfor any
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purpose)betweeneachtwo CASPawarenodes,while thenext CASPnodecanbediscoveredby a special
discovery client. Figure3 illustratesa path from nodeA to B wherenodeA, C andE supportCASP-T
but nodeB doesnot. Somenodes,for instancenodeD in our example,do not supportCASPat all. Here,
variousnodesreusethesameCASPmessaginglayer(CASP-M)anddifferentclient layers(e.g.CASP-QoS
andCASP-T).Interworking with CASP-QoS(e.g.Querymessage)is possible.

end-to-end addressed signaling message
+------------- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- +

A V B C D E |
+------+------- -+ +--------+ +------+ +---------+ +------+------ -- +
|CASP-T|CASP-Qo S| |CASP-QoS| |CASP-T| | IP hop, | |CASP-T|CASP-Q oS|
+------+------- -+ +--------+ +------+ | no CASP | +------+------ -- +
| CASP-M |-->| CASP-M |-->|CASP-M|-- --- -- -- -- -- ->| CASP-M |
+-------------- -+ +--------+ +------+ +---------+ +------------- -- +

| ˆ | ˆ | ˆ
+------------- -- + +--------+ +------------- -- --- -- -- +

hop-by-hop addressing and signaling message delivery

Figure3: A PossibleConfiguration

3.3 Incorporating with classicaltraceroute

It is quitepossiblenot all nodesalongthepathareCASPaware,therefore,a classicaltraceroutebasedon
ICMP responses(classicalway of traceroute)is incorpatedin CASP-T, to traceinto suchnon-CASP-aware
cloudsalongthepath.Figure4 illustratesanexamplewherenodeA andD speakCASPbut nodeB andC
do not. WhennodeA is reached,(classical)tracerouteis performedto discover IP addressesanddelaysfor
intermediateIP hopsbetweenA andD. Theseresults,in additionto informationlike pathMTU andRTT
betweenA andD measuredby CASP-T, areaddedasnew traceobjectsto theCASP-Tracemessagein node
A. This CASP-Tracemessagein A will be forwardedto nodeD by CASP-T, andnodeD will performa
similaroperationasnodeA, until thedestinationis reached.

3.4 Err or Handling

Errorsmight becauseddueto variousreasons.Oneerror reasonmight bea broken tunnelalongthepath
andanotherreasonmight becausedby a lost ICMP packet or afirewall droppingpackets.

In suchcases,anerrorhasto bereportedbackto theinitiator by aCASP-Tnodealongthepathdiscov-
eringtheerrorsituation.

3.5 CASP-T Messages

Currently, two typesof CASP-Tmessagesaredefined:CASPTraceandCASPTraceResponsemessages.
As shown in Figure5, a CASPTracemessageconsistsof oneInitiator objectandseveralTraceobjects

collectedalongthepath.
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A B C D
+-------+ +------------- -+ +------+ +------+
|CASP-T | |normal IP node| | IP | |CASP-T|
+-------+ +------------- -+ +------+ +------+

| ˆ ˆ ˆ ˆ ˆ
| +------------- -+ | | |
| +------------- -- --- -- -- -- -- --- -- -- -+ | |
| +------------- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --+ |
| classical traceroute |
+------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- -+

CASP_Trace

Figure4: CASP-T: UsingClassicalTraceroute

Figure6 shows theCASPTraceResponsemessageformat. Traceobjectscollectedalongthepathare
encapsulatedastheCASPTraceResponsepayload.

Type: Identify thetypeof themessage.Here,2 for CASPTraceResponse.(Laterversionmight includea
reversetracemessage.)

Version: 4 bit
IdentifiestheVersionof theProtocol.CurrentlyVersion= 1.

Err or Code: 8 bit to identify protocolerrors.
0 - no error
1 - accessdenied
2 - brokentunnel
3 - destinationunreachable

Length: 16bit
Thetotal lengthof themessage

Tunnel depth: 8 bit
Themaximumtunneldepthfor theanalyses.
0 - top level analysisonly.
1 - 255for thetunneldepth

Classicaltraceroute flag: 1 bit
0 - CASPnodeexaminationonly
1 - Classicaltracerouteenabled

SessionID: 128bit
An identifier to identify theCASPTracemessage.It canbea randomnumberselectedby theorigi-
natornode.

Sourceand destination ID: 128bit
IPv4 address+ identifieror IPv6address
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0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Type |Version| Error Code | Length |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Tunnel depth |C | Reserved |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Session ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Source ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Destination ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Timestamp (date, seconds) |
| (milliseconds) |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Initiator Object |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Authorization Token |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
|nextObj + Object 1 |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
|nextObj + Object 2 |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
|nextObj + Object 3 |
| // |

Type: The message type (here, 1 for CASP_Trace)
C=Classical traceroute flag

Figure5: CASPTracemessageformat

Timestamp: 64bit
32 bit for datein secondssince01/01/1970
32 bit for milliseconds

3.6 CASP-T Objects

Trace Object := <ObjectType> <ObjectLength> <ObjectValue>
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0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2 2 3 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Type |Version| Error Code | Length |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Session ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Source ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Destination ID |
| // |
+++++++++++++++ ++++++++++++++++++++++++++++++++++++++++++++++++++
| Trace objects as payload |
| // |

Type: The message type (here, 2 for CASP_TraceResp onse )

Figure6: CASP TraceResponsemessageformat

<ObjectType> := <IPVersion> | <IPAddress> | <LocalHop> | <ErrorCode> |
<delay> | <MTU> | <level> | <tunnel type> | <ClassicalTrace ro ut eObje ct >

Dependingon theObjectType,ObjectValuecanbeoneof thefollowing:

IPVersion: canbeeither4 or 6.

IPAddr ess: thenode’s IP address.

LocalHop: anincreasingnumberandcountshops.0 for thefirst hopandall tunnelentrances

Err orCode: indicateswhatkind of erroroccurs.
0 if therewasno error.
1 for timeout,
2 for destinationunreachable,
3 for connectioninterruption,
4 for explicit rejectionof themeasurementresponse,
5 authorizationrequired,
6 accessdeniedOthercodesarereserved.

Delay: (in ms)shows thetime to reachthenode

MTU: is theMaximumTransportationUnit which indicatesthepayloadsizeof IP pages
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Level: shows thedepthof thetunnel
0 indicatestop level
1 onelevel of tunnel
2+ severallevel of tunnelin tunnel.

Tunnel type: indicateswhat kind of tunnel the nodebelongsto. (For example,IP-in-IP encapsulation,
IPsec,GRE,MPLS,L2TP or others)

ClassicalTracroute Object: ThecorrespondentObjectValuecanbeexpressedasfollows:

Value := <IPAddress> <Next CASP_hop> <Number_Of_Hops> <result>

TheClassicalTracerouteObjectis usedfor thecasethatnoCASPawarenodearein between.In that
casetheclassicaltracerouteis used.IPAddressis theclassicaltracerouteinitiator.

Next CASPhopis thedestinationhopis thenumberof hopsthereachthenext CASPhoptheresult
is theclassicaltracerouteresult.

4 Security Considerations

CASPusessecuritymechanismsdescribedin [3]. Generictracerouteover tunnelsintroducessomesecurity
threats,suchassourceauthentication,trustrelationshipsbetweenneighboringnodesandbetweenneighbor-
ing network domains.

Authorizationtokensaresuggestedin CASP-Tto provide protectionagainstsuchthreats.The details
areto beinvestigatedin a futureversionof thisdocument.

5 Open Issuesand Discussions

Third-party Tracing: CASP-Tcansupportthird-partytracing,by usingthetracingsourceaddressdiffer-
entfrom thetracinginitiator (with certainchangesin operations).

Overheadand Operational Time: Statelessmodeof CASPdoesnot introducesignificantoverheadin the
nodesit traverses.As CASPis agenericprotocolfor varioussignalingpurposesaswell, it is possible
to reducetheoverall overheadif othersignalingclient protocolsaresupported.Theway that results
areforwardedover reliableconnectionsmakesthatapproachmorerobust againstpacket losses,and
allows it to carry larger size of messages.However, this hasto tradeoff with the possiblylonger
operationaltime becauseof the connectionestablishment.Nevertheless,due to the possibility of
reusingexisting TCP/SCTPconnections(which canbe usedfor both CASP-Tandothersignaling
clients)betweenCASPhops,theaveragetime for CASP-Tcanbe,onaverage,low.

Extensibility: useof TCPor SCTPallows larger sizeof traceroutemessage,avoiding fragmentationand
defragmentationfor delivery of thetraceddata.For example,CASPcanbealsousedfor discovery of
moreinformation,suchasflow-basedmeasurementinformationin IP nodes,if desired.
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