InternetEngineeringraskForce
INTERNET-DRAFT X. Fu,R. Soltwisch
draft-fu-ccamp-tracerde-00.ps University of Goettingen
June23,2003
Expires:Dec2003

A Proposalfor Generic Traceroute Over Tunnels

Statusof this Memo

Thisdocuments aninternet-Draftandis in full conformancevith all provisionsof Section10 of RFC2026.
Internet-Draftsareworking document®f the InternetEngineeringTaskForce(IETF), its areasandits
working groups.Notethatothergroupsmay alsodistribute working documentssinternet-Drafts.
Internet-Draftsaredraft documentsvalid for a maximumof six monthsandmay be updatedyeplaced,
or obsoletedy otherdocumentstary time. It is inappropriatedo uselnternet-Draftsasreferencematerial
or to cite themotherthanas“work in progress.
Thelist of currentinternet-Draftscanbe accessedt http://www ietf.om/ietf/lid-abstracts.txt
To view thelist Internet-DraftShadev Directories seehttp://www.ietf.org/shadow.html.

Copyright Notice
Copyright (c) TheInternetSociety(2003).All RightsResered.

Abstract
We identify someissuesfor generictraceroutefor tunnels(tunneltrace):(1) it is possiblesomelP
hopsdo not supporttunneltrace (2) for eachtunnelwishing to be traced,at leastthe two end points
shouldsupportthe tunneltrace(3) tracingmessagehouldbe ableto bypasdirewalls andNATs. One
possiblesolution, basedon CASP signalingprotocol (statelessnode),is proposedo supportgeneric
routetracingovertunnels.
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1 Intr oduction

UDP is the transportmechanisnrecommende@sthe basisfor the [IETF CCAMP WG towardsa generic
tracerouteool that canalsoverify tunnelpathsanddiagnoseunnelfailures. Someprotocols,e.g.,GTTP
[1], arebeingdevelopedbasedon UDP.

This draftidentifiessomeissuesconcerninggenericroutetracingover tunnelsand proposesa solution
basedn agenericsignalingprotocol.

2 Somelssueswith Transport Support for Generic Traceroute

In additionto the requirementgor tracerouteover generictunnelsproposedn [2], we find therearesome
otherissuedor a generictracerouteool shouldconsider:

Transition requirements: it would be difficult to have all IP routerssupportthe generictraceroutdool at
the sametime, thusit canbe quite possiblesomeof IP hopsdo not supportthe generictraceroute
tool. Neverthelessto enabletunneltracing,at leasttunnelentry andexit pointsshouldsupportthe
traceroutdunctionality;

Firewall traversal: somenetwork administratorsleploy pacletfilterswhichdiscardUDP or ICMP paclets
or pacletswith IP optionsThe decisionfor droppingpaclets thesepaclets might be basedon past
securityincidents.Thus,traceroutdasedon UDP, ICMP or UDP/raw IP with routeralertoptionmay
fail.

Transport of generictraceroute messagesit is possible(andadoptedby mostof existing proposals}o
useUDP end-to-endaddressindor thetraceroutenessageddowever therearesomepotentialprob-
lems,for instance:

1) collectinginformationabouttunnelsand nodesalongthe path might exceedthe PathMTU size.
This might causdragmentatiorandreassemply

2) Routingassymmetryequiresthattunnneltracingto beinitiated by both endpointsto have infor-
mationaboutthe pathin bothdirections.

3 Traceroute basedon CASP (CASP-T)

3.1 CASPIntr oduction

The Cross-ApplicatiorSignalingProtocol(CASP)[3] is agenericsignalingprotocolfor path-coupledand
path-decoupledignaling)betweentwo nodes.Particularpath-coupledignalingis attractive for this appli-
cation.

CASP splits signalingmessagédransportand applicationspecificinformation. This allows to support
differentsignalingapplicationsto reusethe sameunderlyingtransportmechanism.Furthermoret allows
to next-hop discovery from signaling messagedelivery, asshavn in Figure 1. The messagindayer is
responsibldor delivering signalingmessagefrom the initiator to the respondertypically the datasource
andthe datasink, respectiely, or thereverseway. The CASP messagindayeris built on existing reliable
or unreliabletransportprotocols suchasTCR, SCTPor UDP, dependingn the needsof theapplication.
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Theclientlayerconsistof a specializedtlient, namelynext-peerdiscorery, andarny numberof specific
signalingclient protocols,which performthe actualsignalingfunctions, e.g., QoS resourcereseration,
firewall and configuration,codedistribution for active networks, and network diagnostics.Eachnodecan
choosédts own next-hopdiscarery mechanismielying on manualconfigurationyouteradwertisementslink
staterouting protocols,scoutprotocol [3], or sener discovery solutionssuchas DNS or SLP A CASP
messagés simply forwardedto next CASPhopif a CASPnodedoesnt supporttherequestedlienttype.

Thestatefulmodeof CASPrelieson the soft-statemaintainedor signalingclientsandmessagindayer
Thestatelessnodeof CASP however, doesnot establishstatein IP devicesby usingrecord-route objects
thatenableto traversetheresponsenessagéo follow the samepathin thereversedirection.

Traceroutdbasebn CASP(CASP-T)worksasa signalingclient layerprotocoluponthe statelessnode
operationof CASP Dependingon the needof transportsupport,TCPor SCTPis recommendedh CASP-T,
but a CASPnodecandecideindividually to useUDP if it knows thereis no UDP firewall problemandthe
messagaizeis notlargerthanMTU to next CASPnode.

T
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|Signaling+--- - e e - ] | - i
Protocols| CASP Clients ||+ |CASP Next-hop Discovery |
| leg.,CASP-T,QoS [+ | | Clients (e.g. Scout) | | CASP
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Figurel: Cross-ApplicatiorSignalingProtocol

3.2 CASP-T Overview

In thissection first we describehow thetraceroutelientfor CASP(CASP-T)works,thenpresentts general
working ervironment.
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A CASP-Tmessagdraversesandrecordsinformationin all intermediatenodesbetweera source(ini-
tiator) andadestinatiomodein ahop-by-hopwvay. CASP-Treturnsinformationabouttheentirepathwith a
singleroundtripinsteadf iteratively requestingnoreandmoreinformation. With regardto tunnelsCASP-T
worksincrementallywhich meansanintermediatdéunnelimmediately Firstthe signhalingmessageéliscor-
erstheendpointsof thetunnel,which thensene asa new sourceanddestinatiorfor asubsequenCASP-T
session.Onethe responsanessagés built the tunnelinformationis added. Essentially CASP-T canbe
usedto identify thetop-level hops(withoutlooking into tunnelsor cloudsdo not supportCASP-T),or all IP
hops(includingthosewithin tunnelsandnon-CASP-Tclouds)in betweertheinitiator andthe destination.
Oncethe destinatiorhasbeenreachedhe resultsare sentbackto its initiator. Whenan examinationinto
atunnelis performed the resultsare not sentbackto the tunnelentranceout directly forwardedfrom the
tunnelendto thetier-1 next CASP hop for examination. Whenan error occurs,a CASP TraceResponse
messagsetwith correspondingrrorcodeis sentback(in ahop-by-hoFashion)to theinitiator onthesame
level, whichis the CASP-Tinitiator or tunnelentrancen caseof tunnelexamination.

Whenthe destinationon top level is reacheda responsanessagés sentbackto the top level initia-
tor. This messageéncludesall capturedinformation and provide the entire routeinformation. Classical
traceroutd4] canbeincorporatedvithin CASP-Tto look into every IP hopsbetweentwo CASPnodesas
describedn Section3.3. This allows CASP-T(andCASP)to bedeplo/edincrementally

Figure2 shavs anexampleto illustratehon CASP-T cantracelP hopsinformationinsideatunnel. At
nodeB, CASPusesnodeD asdestinatiorof the next-hopdiscorery to learnthe next CASPhop supporting
CASP-T Thenit addsits local informationinto thetraceroutgpayloadof the CASPmessageandforwards
the messageo the next hop. Thetunnelexit point, nodeB, determinegheit is not the final destinatiorof
thesignalingmessageandrepeatghediscovery procesgif the next hopis notalreadyknown already

end-to-end addressed signaling message

o o e e
| (a tunnel: B-->D) |
| %%%% %% %% % %Y YW 3RE%%0 Yo %o %0 Yo |
AV B % C D % E|
B — + B — 0H----+ B — + S — LV — S +
| CASP-T | | CASP-T | | CASP-T | | CASP-T | | CASP-T |
B — + B — + B — + B — + S +
| CASP-M |--> CASP-M  |-->]| CASP-M  |-->]| CASP-M  |-->] CASP-M |
B —— + B — + B —— + B E—— + S +
| ) | © o i
| | | | I
S + S — + Fommmmmee + Fommmmmee +

hop-by-hop  addressing and signaling message delivery

Figure2: TunnelroutetracingusingCASP-T

CASP-Tis not necessaryo be supportedn all IP nodes;rather it canbe configuredin a moreflexible
way. Figure3 shavs anexamplewhereprotocolstacksegardingCASPareconfiguredifferently (next-hop
discoreryis necessarjor all CASPnodesherewe omitit in thefigure). CASP-TworksontheClientLayer
of the two-layer CASP architecture.lt is basedon the functionalitiesprovided by the messagindayer of
CASR which supportsecurecongestion-contradd delivery of signalingmessageof ary sizeandfor ary
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purposebetweeneachtwo CASPawarenodes,while the next CASPnodecanbe discoreredby a special
discorery client. Figure 3 illustratesa pathfrom nodeA to B wherenodeA, C and E supportCASP-T
but nodeB doesnot. Somenodes for instancenodeD in our example,do not supportCASPatall. Here,
variousnodeseuse¢he sameCASPmessagindayer(CASP-M)anddifferentclientlayers(e.g. CASP-QoS
andCASP-T).Interworking with CASP-QoSe.g. Querymessageis possible.

end-to-end  addressed signaling message

oo o - ULV
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|[CASP-T|CASP-Qo S| |CASP-QoS| |[CASP-T| | IP hop, | |CASP-T|CASP-Q 0S|
R — S —— -+ S — + R — + | no CASP | S — B — - +
| CASP-M |-->| CASP-M |-->|CASP-M|-- el CASP-M |
S -+ S + S — + S + S -+
| R A )
S -+ S + o o - -+

hop-by-hop  addressing and signaling message delivery

Figure3: A PossibleConfiguration

3.3 Incorporating with classicaltraceroute

It is quite possiblenot all nodesalongthe pathare CASP aware, therefore a classicaltraceroutebasedon
ICMP responsegclassicalway of traceroute)s incorpatedn CASP-T, to traceinto suchnon-CASP-ware
cloudsalongthepath. Figure4 illustratesan examplewherenodeA andD speakCASPbut nodeB andC
do not. WhennodeA is reached(classical)traceroutdas performedto discover IP addresseanddelaysfor
intermediatdP hopsbetweenA andD. Theseresults,in additionto informationlike pathMTU andRTT
betweermA andD measuredhy CASP-T, areaddedasnew traceobjectsto the CASP-Tracemessagén node
A. This CASP-Tracemessagén A will be forwardedto nodeD by CASP-T, andnodeD will performa
similar operationasnodeA, until thedestinatioris reached.

3.4 Error Handling

Errorsmight be causeddueto variousreasons.Oneerror reasonmight be a broken tunnelalongthe path
andanothereasommight be causedy alost ICMP paclet or afirewall droppingpaclets.

In suchcasesanerrorhasto bereportedbackto theinitiator by a CASP-Tnodealongthe pathdiscov-
eringtheerrorsituation.

3.5 CASP-T Messages

Currently two typesof CASP-Tmessagearedefined:CASP TraceandCASP TraceResponsmessages.
As shawn in Figure5, a CASP_Tracemessageonsistof onelnitiator objectandsereral Traceobjects
collectedalongthe path.
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Figure4: CASP-T. UsingClassicalTraceroute

Figure 6 shavs the CASP TraceResponsmessagdormat. Traceobjectscollectedalongthe pathare
encapsulatedsthe CASP TraceResponggayload.

Type: Identify the type of the messageHere,2 for CASP-TraceResponséLaterversionmightincludea
reversetracemessage.)

Version: 4 bit
Identifiesthe Versionof the Protocol.CurrentlyVersion= 1.

Err or Code: 8 bit to identify protocolerrors.
0-noerror
1 - accesslenied
2 - brokentunnel
3 - destinatiorunreachable

Length: 16bit
Thetotal lengthof themessage

Tunnel depth: 8 bit
The maximumtunneldepthfor theanalyses.
0 - top level analysisonly.
1 - 255for thetunneldepth

Classicaltraceroute flag: 1 bit
0 - CASPnodeexaminationonly
1 - Classicalracerouteenabled

SessionD: 128bit
An identifierto identify the CASP.Tracemessagelt canbe a randomnumberselectedy the origi-

natornode.

Sourceand destinationID: 128bit
IPv4 address identifieror IPv6 address
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0000000000111 1111111222222222233
01234567890123456789012345678901
+++++++++H -+ R R
| Type |Version| Error Code | Length |
+++++++++H -+ R
| Tunnel depth |C | Reserved |
+++++++++++++H+H+ A
| Session ID |
| |
+++++++++H -+ R
| Source ID |
| |
++++++++++H+++H+H+
| Destination ID |
| |
+++++++++H -+ R
| Timestamp (date, seconds) |
| (milliseconds) |
+++++++++H -+ R
| Initiator Object |
| |
+++++++++++++H+H+
| Authorization Token |

+++++++++++++H+H+
[nextObj + Object 1 |
+++++++++H+H+H+H+H+ A
[nextObj + Object 2 |
+++++++++++++H+H+ A
[nextObj + Object 3 |
I |

Type: The message type (here, 1 for CASP_Trace)
C=Classical traceroute flag

Figure5: CASP_Tracemessagéormat

Timestamp: 64bit
32 bit for datein secondsince01/01/1970
32 bit for milliseconds

3.6 CASP-T Objects
Trace Object := <ObjectType> <ObjectLength> <ObjectValue>
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0000000000111 111212111222222222233
01234567890123456789012345678901
e s e 0L T B

| Type |Version| Error Code | Length |
++++++++++++H++H+
| Session ID |

| |
+++++++++H+H+HHH+ R
| Source ID |
| |
++++++++++H+++H+H+
| Destination ID |
| |
+++++++++H -+ R
| Trace objects as payload |
| |

Type: The message type (here, 2 for CASP_TraceResp onse)

Figure6: CASP TraceResponsmessagéormat

<ObjectType> := <IPVersion> | <IPAddress> | <LocalHop> | <ErrorCode> |
<delay> | <MTU>| <level> | <tunnel type> | <ClassicalTrace ro ut eObje ct >

Dependingon the ObjectType, Object\aluecanbe oneof thefollowing:
IPVersion: canbeeither4 or 6.
IPAddr ess: thenodes IP address.
LocalHop: anincreasinghumberandcountshops.O for thefirst hopandall tunnelentrances

Err orCode: indicateswhatkind of erroroccurs.
0if therewasno errot
1 for timeout,
2 for destinatiorunreachable,
3 for connectioninterruption,
4 for explicit rejectionof themeasuremenesponse,
5 authorizatiorrequired,
6 accessleniedOthercodesareresenred.

Delay: (in ms)shawvsthetime to reachthenode

MTU: istheMaximum TransportatiorJnit which indicatesthe payloadsizeof IP pages
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Level: shawvsthedepthof thetunnel
Oindicatestop level
1 onelevel of tunnel
2+ severallevel of tunnelin tunnel.

Tunnel type: indicateswhat kind of tunnelthe nodebelongsto. (For example, IP-in-IP encapsulation,
IPsec,GRE,MPLS, L2TP or others)

Classical Tracroute Object: Thecorresponder®bject\aluecanbe expressedsfollows:

Value = <IPAddress> <Next CASP_hop> <Number_Of Hops> <result>

TheClassicalTracerouteObjectis usedfor thecasehatno CASPawarenodearein betweenln that
casetheclassicakraceroutds used.IPAddresss theclassicakracerouteanitiator.

Next CASP.hopis the destinatiorhopis the numberof hopsthe reachthe next CASPhoptheresult
is theclassicakracerouteesult.

4 Security Considerations

CASPusessecuritymechanismslescribedn [3]. Generictracerouteover tunnelsintroducessomesecurity
threats suchassourceauthenticationtrustrelationshipsetweemeighboringnodesandbetweemeighbor
ing network domains.

Authorizationtokensare suggestedn CASP-Tto provide protectionagainstsuchthreats. The details
areto beinvestigatedn afuture versionof thisdocument.

5 Openlssuesand Discussions

Third-party Tracing: CASP-Tcansupportthird-partytracing,by usingthetracingsourceaddresdliffer-
entfrom thetracinginitiator (with certainchangesn operations).

Overheadand Operational Time: Statelessnodeof CASPdoesnotintroducesignificantoverheadn the
nodest traverses As CASPis agenericprotocolfor varioussignalingpurposesswell, it is possible
to reducethe overall overheadf othersignalingclient protocolsaresupported.The way thatresults
areforwardedover reliable connectiongnakesthat approachmorerohust againstpaclet losses and
allows it to carry larger size of messagesHowever, this hasto tradeof with the possiblylonger
operationaltime becauseof the connectionestablishment.Neverthelessdue to the possibility of
reusingexisting TCP/SCTPconnectiongwhich can be usedfor both CASP-T and other signaling
clients)betweenCASPhops,the averagetime for CASP-Tcanbe, on average Jow.

Extensibility: useof TCP or SCTPallows larger size of traceroutanessageavoiding fragmentatiorand
defragmentatioffor delivery of thetraceddata.For example, CASPcanbealsousedfor discorery of
moreinformation,suchasflow-basedneasurementnformationin IP nodes|f desired.
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